ITEM 7

NORTH YORKSHIRE COUNTY COUNCIL
AUDIT COMMITTEE
23 JUNE 2016

ANNUAL REPORT OF THE HEAD OF INTERNAL AUDIT
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PURPOSE OF THE REPORT

To provide a summary of the internal audit work performed during the year ended
31 March 2016 and to express an opinion on the overall framework of governance,
risk management and control in place within the County Council.

To provide Members with details of breaches to Finance, Contract and Property
Procedure Rules identified during 2015/16 audit work.

To consider the Internal Audit performance outturn for 2015/16 and the 2016/17
performance targets for Veritau.

To inform Members of the conclusions arising from the Quality Assurance and
Improvement Programme.

To approve changes to the County Council’'s Audit Charter.
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BACKGROUND

The work of internal audit is governed by the Accounts and Audit Regulations 2015,
relevant professional standards and the County Council’s Internal Audit Charter.
Since April 2013, the applicable standards for local government have been the
Public Sector Internal Audit Standards (PSIAS). These comply with the international
standards issued by the Institute of Internal Auditors (IIA). As well as providing a
definition of internal auditing, the PSIAS detail the Code of Ethics for internal
auditors and provide quality criteria against which performance can be evaluated.
Since the standards were adopted the Chartered Institute of Public Finance and
Accountancy (CIPFA) has also issued further guidance in the form of an application
note. The application note includes a checklist to assist internal audit practitioners
to review and update working practices.

To comply with the Standards, the Audit Committee approved an Audit Charter
which sets out the purpose, authority and responsibility of internal audit. The Audit
Charter also defined certain elements of the internal audit framework including the
‘board’, ‘senior management’ and the ‘chief audit executive’, as follows:

‘Board’ — was defined as the Audit Committee (given its responsibilities in relation to
internal audit standards and activities);
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‘Senior Management’ — was defined as the Corporate Director - Strategic Resources
in his role as S151 officer. In addition, senior management may also refer to the
Management Board or the Chief Executive and/or any other Corporate Director;

‘Chief audit executive’ — was defined as the Head of Internal Audit (Veritau).

An updated version of the PSIAS was published in April 2016. The main changes
are the inclusion of a mission statement and set of core principles for the operation
of internal audit. As a consequence, a number of minor changes are now required
to the Internal Audit Charter. The revised Audit Charter with tracked changes is
therefore attached as Appendix 1.

In accordance with the Standards, the Head of Internal Audit is required to provide
an annual internal audit opinion based on an objective assessment of the framework
of governance, risk management and control operating within the County Council.
The Head of Internal Audit should also contribute to the preparation of the Annual
Governance Statement by identifying any significant control issues identified during
the course of audit work, and report any breaches of the County Council’s Finance,
Contract and Property Procedure Rules to the Audit Committee.

The Head of Internal Audit is also required to develop and maintain an ongoing
guality assurance and improvement programme (QAIP). The objective of the QAIP
is to ensure that working practices continue to conform to the required professional
standards. The results of the QAIP should be reported to senior management and
the Audit Committee along with any areas of non-conformance with the Standards.
The QAIP consists of various elements, including:

. maintenance of a detailed audit procedures manual and standard operating
practices

. ongoing performance monitoring of internal audit activity

. regular customer feedback

. training plans and associated training and development activities

. periodic self-assessments of internal audit working practices (to evaluate
conformance to the Standards).

In addition, a formal external assessment must be conducted at least once every
five years by a qualified, independent assessor or assessment team from outside
the organisation.

The results of customer feedback and the self-assessment are used to identify any
areas requiring further development and/or improvement. Any specific changes or
improvements are included in the annual Improvement Action Plan. Specific actions
may also be included in the Veritau business plan and/or individual personal
development action plans.

Audit work was undertaken across all of the County Council’s services and activities
in accordance with the approved Internal Audit Plan for 2015/16. The findings have
been reported to this Committee in accordance with the following cycle:-

June 2015 Children & Young People’s Services
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September 2015 Health and Adult Services
Computer audit, corporate themes and contracts

December 2015 Business and Environmental Services

March 2016 Central Services
Counter fraud matters

In each of the above reports, with the exception of the report on counter fraud
matters, the Head of Internal Audit provided an opinion on the control arrangements
within the particular functional area or directorate.

WORK COMPLETED IN 2015/16

During 2015/16, Veritau has been responsible for evaluating the adequacy and
effectiveness of the County Council’s control environment, promoting counter fraud
arrangements, and providing advice and making recommendations to management
to improve controls and/or to address the poor or inappropriate use of resources.
Veritau completed over 95% of the Internal Audit Plan against an agreed
performance target of 93%. The overall opinions provided to this Committee, at
meetings between June 2015 and March 2016, are detailed in Appendix 2.

The results of completed audit work have been reported to the relevant service
managers, the Corporate Director — Strategic Resources and the Audit Committee.
Audit findings relating to 2015/16, which have not yet been reported to this
Committee, will be presented in due course as part of the agreed Audit Committee
programme of work. On the basis of the follow up work undertaken during the year,
satisfactory progress has been made by management to address identified control
weaknesses. Outstanding actions continue to be monitored and in most cases
progress is considered to be acceptable.

As previously reported, Veritau has been involved in a number of investigations into
suspected fraud and corruption. These investigations have been carried out in
response to concerns raised by management or through the whistleblowing
reporting system. Further proactive work has also been carried out to address a
number of specific fraud risks. The Fraud and Loss Risk Assessment and
Whistleblowing Policy were updated during the year and a campaign to raise
awareness of the Whistleblowing Policy is currently underway. In addition, Veritau
has continued to issue alerts to service managers and schools to draw attention to
potential fraud risks and scams.

The Information Governance Team (IGT) co-ordinates all requests for information
and provides advice and guidance on the application of information related
legislation (including the Data Protection and Freedom of Information Acts). A total
of 1,268 FOI requests were received during 2015/16, compared to 1,351 in 2014/15.
This represents a decrease of 6% over the previous year but comes after a number
of years of growth.

The IGT has also continued to help develop the County Council’s information
governance policy framework. As the County Council’'s Senior Information Risk
Owner, the Corporate Director — Strategic Resources, has continued to chair the
Corporate Information Governance Group (CIGG), which meets on a regular basis.
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CIGG has addressed new and emerging issues during the year as well as
coordinating the development of the IG policy framework. In addition, Veritau's
auditors have continued to undertake unannounced visits to County Council offices
and establishments in order to test understanding and compliance with the policy
framework. As previously reported, these visits have found a variety of potential
data security risks. The results have been reported to CIGG and the relevant
management.

To assist in the development and maintenance of the County Council’'s governance
arrangements, Veritau’s auditors meet with the S151 Officer, Monitoring Officer and
other senior officers on a regular basis to identify and address key governance
issues and concerns.

INTERNAL AUDIT PERFORMANCE MANAGEMENT

Despite the challenging climate, Veritau has continued to deliver cost effective
internal audit, counter fraud and information governance services to the County
Council and the other member councils together with a number of other public
sector bodies. These services continue to be valued by the company’s clients
particularly at a time of significant change.

The Veritau group achieved a combined operating profit before tax in 2015/16.
Investment in new services and initiatives has also continued, particularly in respect
of counter fraud. For example, the County Council in partnership with the City of
York Council, Ryedale District Council, Richmondshire District Council, Hambleton
District Council, and Selby District Council successfully bid for additional
government funding to combat fraud. The additional funding is being used for data
matching and to investigate social care, council tax/NNDR and procurement related
fraud across the partner councils.

Appendix 3 details performance against the targets set by the County Council for
2015/16. Appendix 4 sets out the targets for Veritau for 2016/17.

BREACHES OF FINANCE, CONTRACT AND PROPERTY PROCEDURE RULES

As in previous years, the majority of identified breaches relate to the Contract
Procedure Rules. Details of those breaches identified through internal audit work
during 2015/16 are shown in Appendix 5.

It should be noted that some of the variations in the type and number of breaches
identified between the years can be attributed to the fact that audit work will focus
on different risk areas each year. In addition, the content of the various Procedure
Rules does not remain the same and new rules are introduced whilst others are
amended or deleted.

Where breaches are identified, it is usually sufficient to draw the matter to the
attention of management for the appropriate remedial action to be taken. If a wider
training need is identified this will be addressed accordingly. Finally in those cases
where the breach identifies a fundamental weakness/deficiency in the relevant
Procedure Rule this will be addressed separately as part of the ongoing review
process for all the County Council’'s Procedure Rules.
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There were no significant breaches of the Finance Procedure Rules although a
number of relatively minor breaches were noted. Examples of typical errors
included:

" Goods receipts not being checked prior to payment;
. Inappropriate authorisation of orders;
" Excessive delays in raising invoices for supplies / services;

. Ineffective budgetary control procedures and reconciliations not being
completed adequately.

There were no breaches of Property Procedure Rules identified during the year.
QUALITY ASSURANCE AND IMPROVEMENT PROGRAMME (QAIP)

As noted above, Veritau maintains a quality assurance and improvement
programme (QAIP) to ensure that internal audit work is conducted to the required
professional standards. As well as undertaking an annual survey of senior
management in each client organisation and completing a detailed self assessment
to evaluate performance against the Standards, the service was also subject to an
external assessment. The assessment was conducted by the South West Audit
Partnership (SWAP) and completed in April 2014. The results of the assessment
provide evidence to support the QAIP as well as helping to inform the Improvement
Action Plan.

The outcome of the QAIP demonstrates that the service conforms to International
Standards for the Professional Practice of Internal Auditing. Further details of the
QAIP and Improvement Action Plan prepared by Veritau are given in Appendix 6.

2015/16 AUDIT OPINION

As part of the annual report, the Head of Internal Audit is required to provide:

(@) details of the scope of the work undertaken and the time period to which the
opinion refers (together with disclosure of any restrictions in the scope of that
work)

(b) asummary of the audit work from which the opinion is derived (including
details of the reliance placed on the work of other assurance bodies)

(c) an opinion on the overall adequacy and effectiveness of the organisation’s
governance, risk and control framework (ie the control environment)

(d) disclosure of any qualifications to that opinion, together with the reasons for
that qualification

(e) details of any issues which the Head of Internal Audit judges are of particular
relevance to the preparation of the Annual Governance Statement

() a statement on conformance with the PSIAS and the results of the internal
audit Quality Assurance and Improvement Programme.

The overall opinion of the Head of Internal Audit on the framework of governance,
risk management and control operating within the County Council is that it provides
Substantial Assurance. There are no qualifications to this opinion. The only
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reliance placed on the work of other assurance bodies in reaching this opinion
related to computer audit work, which was undertaken on behalf of Veritau by Audit
North. In giving this opinion attention is drawn to the following significant control
issues, which are considered relevant to the preparation of the 2015/16 Annual
Governance Statement:

" Information security - further improvements are required to ensure
compliance with the County Council’s policies for recording, processing,
storing and transmitting personal and sensitive information. Whilst the overall
governance framework has been strengthened and this area continues to be a
focus for management attention, compliance is still not uniform across the
Council. Recent audit work has identified some continuing poor practice with
the handling of documents and information security. This has included
sensitive information being left out in open plan offices, pedestals and cabinets
being left unlocked and laptops left unsecured. A number of serious breaches
have also occurred during the year including three recent incidents which have
needed to be reported to the Information Commissioner’s Office. The number
and type of breaches suggests further improvement is still required.

" Children’s direct payments — the audit of this area in 2014/15 was given
limited assurance. However, follow up testing has found that very few of the
findings from the original audit have been addressed. As a result there are
continuing control weaknesses across the system, particularly with respect to
the monitoring of payments and the processes for calculating and reconciling
payments.

RECOMMENDATIONS
Members are asked to:-

() note the overall “Substantial Assurance” opinion of the Head of Internal Audit
regarding the overall framework of governance, risk management and control
operating within the County Council

(i) note the outcome of the quality assurance and improvement programme and
the confirmation that the internal audit service conforms with the Public
Sector Internal Audit Standards

(i) note the breaches to Contract and Finance Procedure Rules and the actions
taken to address these matters.

(iv) note the performance outturn for 2015/16 and the performance targets for
Veritau for 2016/17.

(v) approve the proposed changes to the Internal Audit Charter




MAX THOMAS
Head of Internal Audit

Report prepared and presented by Max Thomas, Head of Internal Audit
Veritau Ltd
Assurance Services for the Public Sector

County Hall
Northallerton

3 June 2016
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Introduction

There is a statutory duty on the County Council to undertake an internal audit of
the effectlveness of |ts risk manaqement control and qovernance processes.

Hs—system—ef—mieemaJ—een#el—The Accounts and Audlt (England) Regulatlons
20152011-also require that internal-the audit takes into account public sector

internal auditing standards or guidance. is-undertaken-in-accordance-with-proper
practices—The Chartered Institute of Public Finance and Accountancy (CIPFA) is

responsible for setting standards for proper practice for local government internal
audit in England.

From 1 April 20163 CIPFA adopted rew-revised Public Sector Internal Audit
Standards (PSIAS)! compliant with the Institute of Internal Auditors’ (lIA)
International Standards. The PSIAS and CIPFA’s local government application
note for the standards represent proper practice for internal audit in local
government. This charter sets out how internal audit at North Yorkshire County
Council will be provided in accordance with this proper practice.

This charter should be read in the context of the wider legal and policy framework
which sets requirements and standards for internal audit, including the Accounts
and Audit Regulations, the PSIAS and application note, and the County Council’s
constitution, regulations and governance arrangements.

Definitions

The standards include reference to the roles and responsibilities of the “board”
and “senior management”. Each organisation is required to define these terms in
the context of its own governance arrangements. For the purposes of the PSIAS
these terms are defined as follows at the County Council.

“Board” — the Audit Committee fulfils the responsibilities of the board in relation to
internal audit standards and activities.

“Senior Management” — in the majority of cases, the term senior management in
the PSIAS should be taken to refer to the Corporate Director — Strategic
Resources in his role as s151 officer. This includes all functions relating directly
to overseeing the work of internal audit. In addition, senior management may
also refer to the Chief Executive and/or any other Corporate Director (acting
individually) or collectively as the County Council’s Management Board in relation
to:

e enabling direct and unrestricted access for reporting purposes
e consulting on risks affecting the County Council for audit planning
purposes

"The PSIAS were adopted jointly by relevant internal audit standard setters across the public sector.
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e approving the release of information arising from audit work to any third
party.

The standards also refer to the “chief audit executive”. This is taken to be the
Head of Internal Audit (Veritau).

Application of the standards

In line with the PSIAS, the mission of internal audit at the County Council is:

“To enhance and protect organisational value by providing risk-based and

3.2

objective assurance, advice and insight.”

The County Council requires that the internal audit service aspires to achieve the

mission through its overall arrangements for delivery of the service. In aiming to
achieve this, the council expects that the service:

e demonstrates integrity

e demonstrates competence and due professional care

e is objective and free from undue influence (independent)

e aligns with the strateqies, objectives, and risks of the organisation

e is appropriately positioned and adequately resourced.

e demonstrates quality and continuous improvement.

e communicates effectively.

e provides risk-based assurance.

e s insightful, proactive, and future-focused.

e promotes organisational improvement.

The PSIAS defines internal audit as follows.

“Internal auditing is an independent, objective assurance and consulting activity
designed to add value and improve an organisation’s operations. It helps an
organisation accomplish its objectives by bringing a systematic, disciplined
approach to evaluate and improve the effectiveness of risk management, control
and governance processes.”

The County Council acknowledges the mandatory nature of this definition and
confirms that it reflects the purpose of internal audit. The County Council also
requires that the service be undertaken in accordance with the code of ethics and
standards set out in the PSIAS.
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Scope of internal audit activities

The scope of internal audit work will encompass the County Council’s entire
control environment?, comprising its systems of governance, risk management,
and control.

The scope of audit work also extends to services provided through partnership
arrangements, irrespective of what legal standing or particular form these may
take. The Head of Internal Audit, in consultation with all relevant parties and
taking account of audit risk assessment processes, will determine what work will
be carried out by the internal audit service, and what reliance may be placed on
the work of other auditors.

Responsibilities and objectives

The Head of Internal Audit is required to provide an annual report to the Audit
Committee. The report will be used by the Committee to inform its consideration
of the County Council’s annual governance statement. The report will include:

e the Head of Internal Audit’s opinion on the adequacy and effectiveness of the
Council’'s framework of governance, risk management, and control

e any qualifications to the opinion, together with the reasons for those
qualifications (including any impairment to independence or objectivity)

e any particular control weakness judged to be relevant to the preparation of
the annual governance statement

e a summary of work undertaken to support the opinion including any reliance
placed on the work of other assurance bodies

e an overall summary of internal audit performance and the results of the
internal audit service’s quality assurance and improvement programme

e a statement on conformance with the PSIAS.

To support the opinion the Head of Internal Audit will ensure that an appropriate
programme of audit work is undertaken. In determining what work to undertake
the service should:

e adopt an overall strategy setting out how the service will be delivered in
accordance with this Charter

e draw up an indicative risk based audit plan on an annual basis which takes
account of the requirements of the Charter, the strategy, and proper practice.

In undertaking this work, the responsibilities of the internal audit service will
include:

2 For example the work of internal audit is not limited to the review of financial controls only.
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e providing assurance to the board and senior management on the effective
operation of governance arrangements and the internal control environment
operating at the County Council

e oObjectively examining, evaluating and reporting on the probity, legality and
value for money of the Council’s arrangements for service delivery

e reviewing the Council’s financial arrangements to ensure that proper
accounting controls, systems and procedures are maintained and, where
necessary, for making recommendations for improvement

e helping to secure the effective operation of proper controls to minimise the
risk of loss, the inefficient use of resources and the potential for fraud and
other wrongdoing

e acting as a means of deterring all fraudulent activity, corruption and other
wrongdoing; this includes conducting investigations into matters referred by
Members, officers, and the public and reporting findings of those
investigations to the relevant officers and Members as appropriate for action

e advising the Council on relevant counter fraud and corruption policies and
measures.

The Head of Internal Audit will ensure that the service is provided in accordance
with proper practice as set out above and in accordance with any other relevant
standards — for example County Council policy and/or legal or professional
standards and guidance.

In undertaking their work, internal auditors should have regard to:

e the mission of internal audit and core principles as set out in the PSIAS and
reflected in this charter
e the code of ethics in the PSIAS3

e the codes of any professional bodies of which they are members

e standards of conduct expected by the County Council

e the Committee on Standards in Public Life’s Seven Principles of Public Life.

Organisational independence

It is the responsibility of corporate directors to maintain effective systems of risk
management, internal control, and governance. Auditors will have no
responsibility for the implementation or operation of systems of control and will
remain sufficiently independent of the activities audited to enable them to
exercise objective professional judgement.

3 Veritau has adopted its own code of ethics which fulfil the requirements of the PSIAS.
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Audit advice and recommendations will be made without prejudice to the rights of
internal audit to review and make further recommendations on relevant policies,
procedures, controls and operations at a later date.

The Head of Internal Audit will put in place measures to ensure that individual
auditors remain independent of areas they are auditing for example by:

e rotation of audit staff

e ensuring staff are not involved in auditing areas where they have recently
been involved in operational management, or in providing consultancy and
advice?

e seeking external oversight of any audit of functional activities managed by the
Head of Internal Audit through Veritau client management arrangements.

Accountability, reporting lines, and relationships

Internal audit services are provided under contract to the Council by Veritau
Limited. The company is a separate legal entity. Staff undertaking internal audit
work will be employed by Veritau or another Veritau group company. Staff may
also be seconded to Veritau from the County Council. The Corporate Director —
Strategic Resources acts as client officer for the contract, and is responsible for
overall monitoring of the service.

In its role in providing an independent assurance function, Veritau has direct
access to Members and senior managers and can report uncensored to them as
considered necessary. Such reports may be made to the:

e Council, Executive, or any committee (including the Audit Committee)

e Chief Executive

e Corporate Director — Strategic Resources (s151 officer)

e Monitoring Officer

e Any other corporate director and/or service manager.

The Corporate Director — Strategic Resources (as s151 officer) has a statutory
responsibility for ensuring that the County Council has an effective system of
internal audit in place. In recognition of this, a protocol has been drawn up setting
out the relationship between internal audit and the Corporate Director — Strategic
Resources. This is included in Annex 1.

The Head of Internal Audit will report independently to the Audit Committee® on:

4 auditors will not be used on internal audit engagements where they have had direct involvement in the
area within the previous 12 months
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e proposed allocations of audit resources
e any significant risks and control issues identified through audit work

e his/her annual opinion on the Council’s control environment.

The Head of Internal Audit will informally meet in private with members of the
Audit Committee, or the committee as a whole as required. Meetings may be
requested by committee members or the Head of Internal Audit.

The Audit Committee will oversee (but not direct) the work of internal audit. This
includes commenting on the scope of internal audit work and approving the
annual audit plan. The committee will also protect and promote the
independence and rights of internal audit to enable it to conduct its work and
report on its findings as necessary®.

Fraud and consultancy services

The primary role of internal audit is to provide assurance services to the County
Council. However, the service may also be required to undertake fraud
investigation and other consultancy work to add value and help improve
governance, risk management and control arrangements.

The prevention and detection of fraud and corruption is the responsibility of
management. However, all instances of suspected fraud and corruption should
be notified to the Head of Internal Audit, who will decide on the course of action
to be taken in consultation with the relevant corporate director and/or other
advisors (for example human resources). Where appropriate, cases of
suspected fraud or corruption will be investigated by Veritau.

Where appropriate, Veritau may carry out other consultancy related work, for
example specific studies to assess the economy, efficiency, and effectiveness of
elements of service provision. The scope of such work will be determined in
conjunction with the relevant corporate directors and/or service managers. Such
work will only be carried out where there are sufficient resources and skills within
Veritau and where the work will not compromise the assurance role or the
independence of internal audit. Details of all significant consultancy assignments
completed in the year will be reported to the Audit Committee.

Resourcing
As part of the audit planning process the Head of Internal Audit will review the

resources available to internal audit, to ensure that they are sufficient to meet the
requirements to provide an opinion on the County Council’s control environment.

5 The committee charged with overall responsibility for governance at the county council.
6 The relationship between internal audit and the Audit Committee is set out in more detail in Annex 2.
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Where resources are judged to be insufficient, recommendations to address the
shortfall will be made to the Corporate Director — Strategic Resources and to the
Audit Committee.

Rights of access

To enabile it to fulfil its responsibilities, the County Council gives internal auditors
employed by Veritau the authority to:

e enter all Council premises or land, at any reasonable time

e have access to all data, records, documents, correspondence, or other
information - in whatever form - relating to the activities of the Council

e have access to any assets of the Council and to require any employee of the
Council to produce any assets under their control

e be able to require from any employee or Member of the Council any
information or explanation necessary for the purposes of audit.

Corporate directors and service managers are responsible for ensuring that the
rights of Veritau staff to access premises, records, and personnel are preserved,
including where the County Council’s services are provided through partnership
arrangements, contracts or other means.

Review
This charter will be reviewed periodically by the Head of Internal Audit. Any

recommendations for change will be made to the Corporate Director — Strategic
Resources and the Audit Committee, for approval.
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Relationship between the Corporate Director — Strategic Resources

(the s151 Officer) and internal audit

In recognition of the statutory duties of the Council’s Corporate Director —
Strategic Resources (the Corporate Director) for internal audit, this protocol has
been adopted to form the basis for a sound and effective working relationship
between the Corporate Director and internal audit.

(i)

(ii)

(iii)

(iv)

(v)

(vi)

(vii)

(viii)

The Head of Internal Audit (HolA) will seek to maintain a positive and
effective working relationship with the Corporate Director.

Internal audit will review the effectiveness of the Council’'s systems of
control, governance, and risk management and report its findings to the
Corporate Director (in addition to the Audit Committee).

The Corporate Director will be asked to comment on those elements of
internal audit's programme of work that relate to the discharge of his/her
statutory duties. In devising the annual audit plan and in carrying out
internal audit work, the HolA will give full regard to the comments of the
Corporate Director.

The HolA will notify the Corporate Director of any matter that in the HolA’s
professional judgement may have implications for the Corporate Director
in discharging his/her s151 responsibilities.

The Corporate Director will notify the HolA of any concerns that he/she
may have about control, governance, or suspected fraud and corruption
and may require internal audit to undertake further investigation or review.

The HolA will be responsible for ensuring that internal audit is provided in
accordance with proper practice.

If the HolA identifies any shortfall in resources which may jeopardise the
ability to provide an opinion on the County Council’s control environment,
then he/she will make representations to the Corporate Director, as well
as to the Audit Committee.

The Corporate Director will protect and promote the independence and
rights of internal audit to enable it to conduct its work effectively and to
report as necessary.
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Relationship between the Audit
Committee and internal audit

The Audit Committee plays a key role in ensuring that the County Council
maintains a robust internal audit service and it is therefore essential that there is
an effective working relationship between the Committee and internal audit. This
protocol sets out some of the key responsibilities of internal audit and the
Committee.

The Audit Committee will seek to:

(i)
(i)
(iii)

raise awareness of key aspects of good governance across the County
Council, including the role of internal audit and risk management

ensure that adequate resources are provided by the County Council so as
to ensure that internal audit can satisfactorily discharge its responsibilities

protect and promote the independence and rights of internal audit to
conduct its work properly and to report on its findings as necessary.

Specific responsibilities in respect of internal audit include the following.

(i)

(i)
(iii)

(iv)
(v)
(vi)

(vii)

Oversight of, and involvement in, decisions relating to how internal audit is
provided.

Approval of the internal audit charter.

Consideration of the annual report and opinion of the Head of Internal
Audit (HolA) on the County Council’s control environment.

Consideration of other specific reports detailing the outcomes of internal
audit work.

Consideration of reports dealing with the performance of internal audit and
the results of its quality assurance and improvement programme.

Consideration of reports on the implementation of actions agreed as a
result of audit work and outstanding actions escalated to the Committee in
accordance with the approved escalation policy.

Approval (but not direction) of the annual internal audit plan.

In relation to the Audit Committee, the HolA will:

(i)
(ii)

(iii)

attend its meetings and contribute to the agenda

ensure that overall internal audit objectives, workplans, and performance
are communicated to, and understood by, the Committee

provide an annual summary of internal audit work in accordance with the
agreed work programme of the Committee, and an opinion on the



(iv)

(v)

(vi)

(vii)
(viii)

Annex 2

Council’'s control environment, including details of unmitigated risks or
other issues that need to be considered by the Committee

establish whether anything arising from the work of the Committee
requires changes to the audit plan or vice versa

highlight any shortfall in the resources available to internal audit and to
make recommendations to address these to the Committee

report any significant risks or control issues identified through audit work
which the HolA feels necessary to specifically report to the Committee

participate in the Committee’s review of its own remit and effectiveness

consult with the board on how external assessment of the internal audit
service will conducted (required once every five years).

The HolA will informally meet in private with members of the Audit Committee, or
the committee as a whole as required. Meetings may be requested by
committee members or the HolA.



OPINIONS ISSUED IN 2015/16

APPENDIX 2

Report Directorate/Audit Work Area Opinion Period Covered
June 2015 Children and Young People’s Substantial | 1 June 2014 to 31
May 2015
September 2015 | Health and Adult Services Substantial | 1 September 2014 to
31 August 2015
Computer audit, corporate Substantial | 1 September 2014 to
themes and contracts 31 August 2015
December 2015 | Business and Environmental Substantial | 1 December 2014 to
Services 30 November 2015
March 2016 Central Services Substantial | 1 February 2015 to
31 January 2016
Counter fraud matters N/A 1 February 2015 to

31 January 2016




APPENDIX 3

PERFORMANCE TARGETS 2015/16 OUT-TURN

Target Actual

Operational Issues

1 | To deliver 93% of the agreed 30 Apr 2016 | 95.5% of the agreed Internal v
Internal Audit Plan Audit plan completed

2 | To achieve a positive customer | 31 Mar 2016 | 100% customer satisfaction v
satisfaction rating of 95%

3 | To ensure 95% of Priority 1 31 Mar 2016 | 100% of Priority 1 v
recommendations made are recommendations were
agreed agreed.
4 | To ensure 95% of FOI 31 Mar 2016 | 97.1% of FOI requests v
requests are answered within received during the year were
the Statutory deadline responded to within the 20 day
deadline.




PERFORMANCE TARGETS 2016/17

APPENDIX 4

Target

Operational Issues

1

To deliver 93% of the agreed Internal Audit Plan.

30 April 2017

2 | To achieve a positive customer satisfaction rating of | 31 March 2017
95%.

3 | To ensure 95% of Priority 1 recommendations made | 31 March 2017
are agreed.

4 | To ensure 95% of FOI requests are answered within | 31 March 2017

the statutory deadline of 20 working days.




APPENDIX 5
SIGNIFICANT BREACHES OF CONTRACT PROCEDURE RULES

The following table summarises the breaches of the Council’s Contract Procedure Rules,
identified by Veritau during 2015/16:

2015/16 2014/15 2013/14

Quotations not sought or evidence not 0 5 3
retained
Quotation/tender opening and recording 0 1 2

procedures incorrect

LMS/CP rules waived but no documented or 0 0 0
approved case to justify deviation

Failure to consult with Legal Services re 0 1 0
contract conditions and signing and/or

failure to obtain appropriate approval to

proceed with procurement

Lease for equipment entered into without 0 2 0
agreement of Finance

Contract not signed and dated by County 0 1 0
Council and contractor

No contract in place or key clauses omitted 1 1 0
Correct procurement process not followed 2 6 1

or lack of evidence to confirm

Contract expired but not re-tendered or 1 0 1
contracts automatically rolled forward

Lowest quotation not selected and selection 0 0 0
criteria not documented

Inadequate advertising 0 0 0

Scoring mechanism not indicated or not 0 3 1
submitted to Veritau (for recording)

Contracts not stored in accordance with 0 0 0
CPRs

No financial checks or other requisite 0 0 0
checks

Failure to comply with all aspects of Rule 18 0 0 0




2015/16 2014/15 2013/14

Yortender not utilised during procurement 0 1 0
process
Inadequate contract monitoring 2 1 4
Cost variation forms not 0 0 0
completed
Issues identified with the Gateway process 2 0 0

TOTALS 8 22 12




APPENDIX 6

VERITAU

INTERNAL AUDIT QUALITY ASSURANCE AND IMPROVEMENT PROGRAMME

1.0 Background

Ongoing quality assurance arrangements

Veritau maintains appropriate ongoing quality assurance arrangements designed to
ensure that internal audit work is undertaken in accordance with relevant
professional standards (specifically the Public Sector Internal Audit Standards).
These arrangements include:

o the maintenance of a detailed audit procedures manual

o detailed job descriptions and competency profiles for each internal audit post
o regular performance appraisals

o regular 1:2:1 meetings to monitor progress with audit engagements

o training plans and associated training activities

o the maintenance of training records and training evaluation procedures

o agreement of the objectives, scope and expected timescales for each audit
engagement with the client before detailed work commences (audit
specification)

o the results of all audit testing work documented using the company’s automated
working paper system (Galileo)
o file review by an audit manager and sign-off of each stage of the audit process

o post audit questionnaires (customer satisfaction surveys) issued following each
audit engagement

o performance against agreed quality targets reported to each client on a regular
basis.

On an ongoing basis, a sample of completed audit files is also subject to internal
peer review by a senior audit manager to confirm quality standards are being
maintained. The results of this peer review are documented and any key learning
points shared with the internal auditors (and the relevant audit manager) concerned.

The Head of Internal Audit will also be informed of any general areas requiring
improvement. Appropriate mitigating action will be taken (for example, increased
supervision of individual internal auditors or further training).

Annual self-assessment

On an annual basis, the Head of Internal Audit will seek feedback from each client
on the quality of the overall internal audit service. The Head of Internal Audit will also
update the PSIAS self assessment checklist and obtain evidence to demonstrate



conformance with the standards. As part of the annual appraisal process, each
internal auditor is also required to assess their current skills and knowledge against
the competency profile relevant for their role. Where necessary, further training or
support will be provided to address any development needs.

The Head of Internal Audit is also a member of various professional networks and
obtains information on operating arrangements and relevant best practice from other
similar audit providers for comparison purposes.

The results of the annual client survey, PSIAS self-assessment and professional
networking are used to identify any areas requiring further development and/or
improvement. Any specific changes or improvements are included in the annual
Improvement Action Plan. Specific actions may also be included in the Veritau
business plan and/or individual personal development action plans. The outcomes
from this exercise, including details of the Improvement Action Plan are also reported
to each client. The results will also be used to evaluate overall conformance with the
PSIAS, the results of which are reported to senior management and the board' as
part of the annual report of the Head of Internal Audit.

External assessment

At least once every five years, arrangements must be made to subject internal audit
working practices to external assessment to ensure the continued application of
professional standards. The assessment should conducted by an independent and
suitably qualified person or organisation and the results reported to the Head of
Internal Audit. The outcome of the external assessment also forms part of the overall
reporting process to each client (as set out above). Any specific areas identified as
requiring further development and/or improvement will be included in the annual
Improvement Action Plan for that year.

2.0 Customer Satisfaction Survey — 2016

Feedback on the overall quality of the internal audit service provided to each client
was obtained in May 2016. Where relevant, the survey also asked questions about
the counter fraud and information governance services provided by Veritau. A total
of 124 surveys (2015 — 103) were issued to senior managers in client organisations.
41 surveys were returned representing a response rate of 33% (2015 - 32%). The
surveys were sent using Survey Monkey so the responses were anonymous.
Respondents were asked to rate the different elements of the audit process, as
follows:

Excellent (1)
Good (2)
Satisfactory (3)
Poor (4)

Respondents were also asked to provide an overall rating for the service. The
results of the survey are set out in the charts below:

T As defined by the relevant audit charter.



1 The quality of planning and the
overall coverage of the audit plan

15% 3%

B 1 Excellent
® 2 Good

1 3 Satisfactory

m 4 Poor

2 The provision of advice and
guidance

8%

M 1 Excellent
H 2 Good
m 3 Satisfactory

m 4 Poor

3 The conduct and
professionalism of audit staff

5%

H 1 Excellent
H 2 Good

m 3 Satisfactory

W 4 Poor

4 The ability of audit staff to
provide unbiased and objective
opinions

8%

1 Excellent
H 2 Good
m 3 Satisfactory

M 4 Poor

5 The ability of audit staff to
establish a positive rapport with
customers

10%

12%

M 1 Excellent
H 2 Good
m 3 Satisfactory

W 4 Poor

6 The auditors’ overall knowledge
of the system / service being
audited

15% 7%

H 1 Excellent
H 2 Good
m 3 Satisfactory

M 4 Poor

7 The auditors’ ability to focus on
the areas of greatest risk

12%

B 1 Excellent
H 2 Good

™ 3 Satisfactory

W 4 Poor

8 Agreeing the scope and
objectives of the audit

15%
H 1 Excellent

H 2 Good
m 3 Satisfactory

M 4 Poor




9 The auditors’ ability to minimise
disruption to the service being
audited
3%
m 1 Excellent

H 2 Good

m 3 Satisfactory

W 4 Poor

10 The communication of issues
found by the auditors during their
work

12%

1 Excellent
H 2 Good
m 3 Satisfactory

m 4 Poor

11 The quality of feedback at the
end of the audit

10% 15%
H 1 Excellent

m 2 Good

m 3 Satisfactory

W 4 Poor

12 The accuracy, format, length
and style of audit reports

13%

H 1 Excellent

m 2 Good

m 3 Satisfactory

H 4 Poor

13 The relevance of audit opinions
and conclusions

15%

B 1 Excellent
H 2 Good

m 3 Satisfactory

M 4 Poor

14 The extent to which agreed
actions are constructive and
practical

15%

M 1 Excellent
H 2 Good
1 3 Satisfactory

m 4 Poor

Overall rating for the Internal Audit
services provided by Veritau

15%
H 1 Excellent

H 2 Good

m 3 Satisfactory

M 4 Poor




The overall ratings in 2015 were:

Excellent — 8 (27%)
Good — 19 (63%)
Satisfactory — 3 (10%)
Poor — 0 (0%)

The feedback shows that the majority of clients continue to value the service being
delivered. A small number of respondents ranked the service as poor but did not
provide any further comments or suggestions for improvement.

3.0 Self Assessment Checklist — 2016

The checklist prepared by CIPFA to enable conformance with the PSIAS and the
Local Government Application Note to be assessed was originally completed in
March 2014. Documentary evidence was provided where current working practices
were considered to fully or partially conform to the standards.

In most areas the current working practices were considered to be at standard.
However, a few areas of non-conformance were identified. None of the issues
identified were however considered to be significant. In addition, in some cases, the
existing arrangements were considered appropriate for the circumstances and hence

required no further action.

The checklist has been reviewed and updated in 2016. The following areas of non-

conformance remain unchanged:

Conformance with Standard

Current Position

Does the chief executive or equivalent
undertake, countersign, contribute
feedback to or review the performance
appraisal of the Head of Internal Audit?

The Head of Internal Audit’s
performance appraisal is the
responsibility of the board of directors.
The results of the annual customer
satisfaction survey exercise are however
used to inform the appraisal.

Is feedback sought from the chair of the
audit committee for the Head of Internal
Audit’s performance appraisal?

See above

Where there have been significant
additional consulting services agreed
during the year that were not already
included in the audit plan, was approval
sought from the audit committee before
the engagement was accepted?

Consultancy services are usually
commissioned by the relevant client
officer (generally the s151 officer). The
scope (and charging arrangements) for
any specific engagement will be agreed
by the Head of Internal Audit and the
relevant client officer. Engagements will
not be accepted if there is any actual or




Conformance with Standard

Current Position

perceived conflict of interest, or which
might otherwise be detrimental to the
reputation of Veritau.

Does the risk-based plan set out the - (b)
respective priorities of those pieces of
audit work?

Audit plans detail the work to be carried
out and the estimated time requirement.
The relative priority of each assignment
will be considered before any
subsequent changes are made to plans.
Any significant changes to the plan will
need to be discussed and agreed with
the respective client officers (and
reported to the audit committee).

Are consulting engagements that have
been accepted included in the risk-based
plan?

Consulting engagements are
commissioned and agreed separately.

Does the risk-based plan include the
approach to using other sources of
assurance and any work that may be
required to place reliance upon those
sources?

Whilst reliance may be placed on other
sources of assurances there is no formal
process to identify and assess such
sources. However, assurance mapping
will be used where appropriate and audit
plans will highlight where other sources
of assurance are being relied upon.

4.0 External Assessment

As noted above, the PSIAS require the Head of Internal Audit to arrange for an
external assessment to be conducted at least once every five years to ensure the
continued application of professional standards. The assessment is intended to
provide an independent and objective opinion on the quality of internal audit

practices.

Whilst the new Standards were only adopted in April 2013, the decision was taken to
request an assessment at the earliest opportunity in order to provide assurance to
our clients. The assessment was conducted by Gerry Cox and lan Baker from the
South West Audit Partnership (SWAP) in April 2014. Both Gerry and lan are
experienced internal audit professionals. The Partnership is a similar local authority
controlled company providing internal audit services to over 12 local authorities
(including county, unitary and district councils across Somerset, Wiltshire and

Dorset).

The assessment consisted of a review of documentary evidence, including the self-
assessment, and face to face interviews with a number of senior client officers and
Veritau auditors. The assessors also interviewed an audit committee chair.




The conclusion from the external assessment was that working practices conform to
the required professional standards. Copies of the detailed assessment report were
provided to client organisations and, where appropriate, reported to the relevant
audit committee.

5.0 Improvement Action Plan

Last year’s quality assurance process identified the following required changes and
improvements:

Change / improvement Progress to date
The standard specification template will Completed. A new specification template
be updated to ensure that the has been adopted. Veritau has also

expectations on Veritau and the relevant | signed the multi agency information
client organisation in terms of access to | sharing protocol. As well as its member

records and the distribution of reports councils, other signatories include North
(including the extent of any duty of care | Yorkshire Police, North Yorkshire Fire

provided to third parties) are fully and Rescue Authority plus various NHS
understood. Where appropriate, organisations and housing associations.

information sharing agreements will also
be established with client organisations.

Checklists will be provided to assist Completed.
auditors ensure all stages of the audit
process are fully completed on Galileo.

Templates for ‘non-standard’ reports (for | Completed.
example — consultancy, fraud and special
assignments) will be developed.

The internal peer review has highlighted the need for further training to be provided
on sampling and testing. This will be completed by 30 September 2016. No other
changes or improvements to working practices have been identified as a result of
this year’s quality assurance process. To further enhance the overall effectiveness
of the service, the Veritau business plan also includes a number of areas for further
development, including:

o Preparation of a data analytics strategy

Further development of in-house technical IT audit expertise

Increased use of data matching to identify savings / data quality issues

Development of a fraud awareness e-learning course.




6.0 Overall Conformance with PSIAS (Opinion of the Head of Internal Audit)

Based on the results of the quality assurance process | consider that the service
generally conforms to the Public Sector Internal Audit Standards, including the
Definition of Internal Auditing, the Code of Ethics and the Standards.

The guidance suggests a scale of three ratings, ‘generally conforms, ‘partially
conforms’ and ‘does not conform’. ‘Generally conforms’ is the top rating and means
that the internal audit service has a charter, policies and processes that are judged
to be in conformance to the Standards. ‘Partially conforms’ means deficiencies in
practice are noted that are judged to deviate from the Standards, but these
deficiencies did not preclude the internal audit service from performing its
responsibilities in an acceptable manner. ‘Does not conform’ means the deficiencies
in practice are judged to be so significant as to seriously impair or preclude the
internal audit service from performing adequately in all or in significant areas of its
responsibilities.
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